l ‘ﬂsuume
CORPORATION

OZSoft Consulting Corporation

http://www.ozsoft-consulting.com

HANA Management Pack for Microsoft
System Center Operations Manager

Release Notes




HANA Management Pack for Microsoft System Center Operations Manager

Version 1.3.0, November 2, 2020

New in this release

Backup Monitoring
HANA Management Pack now supports HANA Backup monitoring. This includes alerting on backup
success, cancelation or failure:
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As well as monitoring the age (in hours) of last successful backups (data and log)
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Q) Security - C19 (Chject) Counter Name: AGE
Instance Name: complete data badwp
Value: 115.646344
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Changed in this release

Monitors have been changed

The following monitors have been modified to monitor Delta instead of the actual values:
e Record Lock Total Waits
e  Record Lock Total Wait Time

e Table Lock Total Wait Time
These monitors are now disabled by default

Latest version of HANA ODBC driver
The Management Pack now bundles the latest version of HANA ODBC driver 2.6.54

Corrected Problems

The issues listed below were reported in earlier releases of HANA Management Pack and have been
corrected in this release.

Tracking Number Description

BMPHANA000041 Class Case Exception is thrown when adding a new HANA Instance in the
Configuration dashboard

BMPHANA000042 Schedule Procedures monitoring is not functioning properly
BMPHANAO000043 Lock monitoring reports total values since system start which is not usable

BMPHANA000044 Service Memory utilization reports inaccurate values. Compactors’ memory is
now excluded from the calculations.

Open issues and resolutions
This section describes issues that remain open in this release.

Tracking Number Description

Installation Instructions
Import the new version of ozsoft.hana.mpb, ozsoft.hana.monitoring.mp and ozsoft.hana.dw.rules.mp

! Due to changes in the Management Pack’s Managed Module please restart "Microsoft
Monitoring Agent" windows service on all Watcher Nodes selected in HANA Configurations (or
all Management Servers in the Resource Pool if the resource pool is chosen as the Watcher
Node)



HANA Management Pack for Microsoft System Center Operations Manager

Version 1.2.0, January 5, 2018

New in this release

Connection Parameters Override
Custom HANA ODBC Connection Parameters override option has been added.

The new discovery System Connection Properties Update can be enabled and the desired ODBC
Connection Parameters can be supplied for either all HANA System configurations or the specific ones.
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HANA Management Pack for Microsoft System Center Operations Manager

name: System Connestion Properties Update
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Connection Properties Override

The Discovery is scheduled to run every 4 hours. When completed, the overridden Connection
Parameters will show up in HANA System properties:
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System Properties
Changed in this release

Latest HANA ODBC Driver
HANA Management Pack now utilizes the latest SAP HANA ODBC Driver 2.2.26.1504297370
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Monitors/Rules have been disabled
HANA Service Pending Threads monitor has been disabled by default. Please override if needed.

HANA Service Service Threads Counter Collector rule has been disabled by default.

Corrected Problems
The issues listed below were reported in earlier releases of HANA Management Pack and have been
corrected in this release.
Tracking Number  Deseriptn
BMPHANA000040 The following HANA Service Monitors report inaccurate data:
e Heap Memory Used (%)
e Total Memory Allocated (%)
e Total Memory Used (%)

Open issues and resolutions
This section describes issues that remain open in this release.
Tracking Number Description

Installation Instructions
Import the new version of ozsoft.hana.mpb and ozsoft.hana.monitoring.mp

! Due to changes in the Management Pack’s Managed Module, after importing
ozsoft.hana.mpb, please restart Microsoft Monitoring Agent windows service on all Watcher
Nodes selected in HANA Configurations (or all Management Servers in the Resource Pool if the
resource pool is chosen as the Watcher Node).

The Operations Console also needs to be restarted



HANA Management Pack for Microsoft System Center Operations Manager

Version 1.1.0, October 31, 2016

New in this release

HANA Replication Monitoring
HANA Replication monitoring has been added.

The Replications are auto-discovered for HANA Services.

File Edit View Go Tasks Tools Help
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Menitoring < Replications (2)
UNIX/LinuxComputers ~ @) M. State Path o SecondarySiteName  ReplicationMode  Secondary Active  Replication Status
» Of ase [ :] A\ Waming  ITC;ozhanaitc:30040 ozhdbdrl SYNC YES ACTIVE
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Ready J

Each Service Replication object has the following monitors implemented:

Monitor Name Description Enabled
Status Replication Status Yes
Full Sync Replication Full Sync Status Yes
Secondary Active Replication Secondary Active Status Yes
Secondary Recoverable Replication Secondary is Fully Recoverable Yes
Backlog Size Replication Backlog Size (MB) No
Backlog Time Replication Backlog Time (seconds) No
Shipped Delta Replica Size Replication Last Shipped Delta Replica Size (MB) No
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(O Shippea Daita Repiica Size - azhabar! (Replication) Please contact your HANA Administrator to perform full sync
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The updated ozsoft.hana.dashboards.xml management pack now includes a dedicated Replication
Health dashboard:
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System Clean-up in Configuration Panel

The configuration panel supports HANA system clean-up. The cleanup removes all discovered SCOM
objects, leaving the system configuration in-place.
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To perform Clean-up — check the checkbox for the systems that need to be cleaned-up, the Clean-Up
button will be enabled. Press the button and confirm the selection.



Changed in this release

New Service Monitors
New HANA Service Monitors have been added:

e Heap Memory Used (%)
e Total Memory Allocated (%)
e Total Memory Used (%)

3 Health Explorer for ozhanaitc/indexserver

- O
() Reset Health ] Recalculate Health T Filter Monitors () Refresh [ Properties @ Help @ & Oyerrides -
Health monitors for orhanaitc/indexserver
4 /i EntityHealth - ozhanaitc/indexserver (Object) Knowledge State Change Events (2)
b A\ Availability - ozhanaitc/indexserver (Object) Time ~ From To Operational State
(O Configuration - ezhanaitc/indexserver (Object 10/18/2016 4:11 PM e @ Under the Low Threshaold
4 /i) Performance - ozhanaitc/indexserver (Object) 10/18/2016 2:51 PM €] @ Under the Low Threshold
@ CPU Utilization - ozhanaitc/indexserver (HANA Service)
[@ Heap Memory Used - orhanaitc/indexserver (HANA Service)
(&) Pending Threads - ozhanaite/indexserver (HANA Service)
@ Record Lock Total Wait Time - ozhanaitc/indexserver (HANA Service)
@ Record Lock Total Waits - ozhanaitc/indexserver (HAMNA Service) Details
> O Replication - ozhanaite/indexserver (HANA Service)
(#) Response Time - ozhanaite/indexserver [HANA Service) Context:
(@) shared Memory Used - ozhanaitc/indexserver (HANA Service) .E;::a"d L0/IB P0G L2 P
i Table Lock Total Wait Time - ozhanaitc/indexserver (HANA Service) State: Success
@ Total Memory Allocated - ozhanaitc/indexserver (HANA Service) Context: 'r(nhozgwmmr has been initialized for the first time or it has exited maintenance

(&) Total Memory Used - ozhanait/indexserver (HANA Service)
> (@) volumes - ozhanaite/indexserver (HANA Service)

() security - ozhanaitc/indexserver (Object)




Monitors have been disabled
HANA Host Data source using the SQL statement that can cause the database to crush due to HANA
Bug in the revisions prior to 122 (see known issues - BMPHANAO000038).

The HANA Host Monitors: Allocated Memory Used and Physical Memory Used as well as the rule Host
Counters Collector are now disabled by default. Please enable them only if HANA has been upgraded
to revision 122 and later.

(8 Health Explorer for ozhdbnode? - O X
Reset Health = Recalculate Health < Filter Monitors () Refresh l?'| Properties @ﬂelp E Overrides -

Health monitors for ozhdbnode2

4 () Entity Health - ozhdbnode2 (Object] Knowledge  State Change Events (0)
> ($) Availability - ozhdbnode2 (Object)
O Configuration -ozhdbnode2 (Object) Summary
4 O Performance - ozhdbnode2 [Object) The Allocated memory used by HANA for storing tables, computations and

|© Allocates Memory Used - ozhdbnode (HANAHo:  93tabase management

O Physical Memaory Used - ozhdbnode2 (HANA Host) The percentage of memary pool reserved by HAMA from the operating system on a
O Security - ozhdbnode2 (Object) particular host (espedially on a distributed multiple hosts scenario). See HANA
) CookBook for more details.

Causes
HAMA Services use too much memory
Resolutions

Please consult your HANA Admnistrator

Latest HANA ODBC Driver
HANA Management Pack now utilizes the latest SAP HANA ODBC Driver 1.0.120.42

Corrected Problems

The issues listed below were reported in earlier releases of HANA Management Pack and have been

corrected in this release.

BMPHANAO000033 Error message in the Windows Event log:
The constructor for the managed module type
"ozsoft.hana.PerformanceDSHostOS"...
The exception text is:
Microsoft.EnterpriseManagement.HealthService.HealthServiceException: The
module host method RequestSuspend failed with error code -2130771954 for
module of type Unknown ...

BMPHANAO000034 Error message in the Windows Event log:
Value was either too large or too small for an Int32 for column:USED_SIZE.

BMPHANAO000035 Configuration panel fails to load in the operations console

BMPHANAO000036 The following error is displayed while trying to add a new system in the
configuration panel: Value cannot be null. Parameter name:
monitoringConnector

Open issues and resolutions
This section describes issues that remain open in this release.



Tracking Number Description

BMPHANAO000038 SAP Note 2343165 - SAP HANA SPS 12 Database Revision 122
Fixed a bug which caused a crash when selecting
M_HOST_RESOURCE_UTILIZATION with WHERE clause "HOST=" condition has
non-existing hostname value.
Callstack:
1. MemoryManager::SmallBlockAllocator::delayedDeallocate(...)
2. MemoryManager::MemoryPool::deallocate(...)
3. MemoryManager::PoolAllocator::deallocatelmpl(...)
4. ptime::HostResourceUtilMonitor::create_objects(...).

Installation Instructions
Import the new version of ozsoft.hana.mpb, ozsoft.hana.monitoring.mp, ozsoft.hana.dw.xml and
ozsoft.hana.dashboards.xml

! Due to changes in the Management Pack’s Managed Module, after importing
ozsoft.hana.mpb, please restart Microsoft Monitoring Agent windows service on all Watcher
Nodes selected in HANA Configurations (or all Management Servers in the Resource Pool if the
resource pool is chosen as the Watcher Node).

The Operations Console also needs to be restarted

! Due to the recent changes in HANA that allowed multiple instances of the same service on the
same host, the Management Pack Service object unique key has changed as well. SCOM
however is unable to un-discover the old services. Please perform system Clean-Up for all
configured HANA system in Configuration Panel (see System Clean-up in Configuration Panel)



Version 1.0.9, October 1, 2015

New in this release

There is no new functionality in this release

Changed in this release

HANA Multi-tenancy configuration

A peculiar behavior of remote SAP clients (ODBC, JDBC, and HDBSQL) in HANA multitenant
environment has been discovered: When connecting to the SYSTEMDB or the first-created tenant the
port used per documentation as 3<sys number>15. Also supplied is a Database Name (Tenant Name)
that specifies the tenant name. However, it has been determined that the standard port will not work
for any additional tenant created. It took a little detective work to find out how to connect to the
additional tenants. Apparently the new tenants’ indexserver services (appear as hdbindexserver-<DB
Name>) are assigned a different SQL ports which requires the client connection to specify this
particular port when connecting to the tenant.

In order to enable multiple tenant monitoring in the management pack this release adds an ability to

explicitly specify the connection port number:
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Ready

The supported hostname format now includes optional port number separated by “:". The explicit port

number overrides the default port number which is calculated as 3<sys number>15.

! Each HANA tenant requires a separate “System” configuration.



! The same license key can be used for all tenants’ configurations for the same HANA appliance.

Determining HANA tenant Port Number
There are two methods can be used to find out the tenant port number:

1. Using local hdbsql
= Use this method is you have SSH access to HANA host and have HANA account
= Start hdbsql

= Run the command below (substitute SYSTEM for the valid account if needed)

2. If you don't have the access to the HANA hdbsql login credentials, you can use this method
or request the information from the HANA Admin.
= Run “sapcontrol —nr <instance#> -function GetProcessList” to find the tenant
(DBNAME) and get PID for the tenant index server.
=  Run “HDB info” to find the corresponding hdbindexserver matching the PID
* Find the port and add 1 to get the SQL port used for ODBC or JDBC connection
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Latest HANA ODBC Driver
HANA Management Pack now utilizes the latest SAP HANA ODBC Driver 1.0.102.2

Corrected Problems

The issues listed below were reported in earlier releases of HANA Management Pack and have been

corrected in this release.

BMPHANA000032 On Multi-tenant HANA system cannot connect to a tenant other than
SYSTEMDB or the first-created one.

Open issues and resolutions

This section describes issues that remain open in this release.
Tracking Number Description

Installation Instructions
Import the new version of ozsoft.hana.mpb and ozsoft.hana.monitoring.mp

! Due to changes in the Management Pack’s Managed Module, after importing
ozsoft.hana.mpb, please restart Microsoft Monitoring Agent windows service on all Watcher
Nodes selected in HANA Configurations (or all Management Servers in the Resource Pool if the
resource pool is chosen as the Watcher Node)

Release Notes



Version 1.0.8, July 2, 2015

New in this release

Statistics Server Scheduled Procedures Monitoring
The Statistics Server Scheduled Procedures (also known as Statistics Server Actions) are the important
facility that drives periodic execution of collectors, alert generators and checks scripts. When the
procedures are failing repeatedly-they are automatically disabled by the system, leading to undesirable
consequences such as performance degradation, missing alerts etc.

The new version of HANA Management Pack introduces Scheduled Procedures Monitoring.

A new view Scheduled Procedures has been added to HANA Monitoring folder, containing all

discovered Procedures:

Show or Hide Views..
New View »
Display Name

Full Path Name
B Monitoring s

. N
A Authoring ame
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= Scheduling Interval
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() my workspace
Last Start

Ready

£8 HANAInstalled Procedure properties of Collector_Host Data_Volume_Superblock_Statistics

Collector_Host_Data_Valume_Superblock Statistics
ITCO\Collector_Host_Data_Volume_Superblock_Statistics
5037
Collector_Host_Data_Volume_Superblock_Statistics
Collector

3

300

2

2015-07-01 12:50:18

P - TESTO1 - O Manager BEIE
File Edit View Go Tasks Tools Help
L Jseorcn - § B scope Tas @ -
Monitoring < Scheduled Procedures (37)
N oo A Quekfor [ | Eedtew  Ge
v g ASE @ M. State Path Name Type ~
| ASE Overrides @ Healthy i Collector_Host_Workload Collector
LR [ e = @ Healthy ImC Collector_Global_Persistence_Statistics Collector £
4 (0 HANA
g @ Healthy mc Collector_Global_Internal_Events Collector
5] Configuration
(@ Healthy Imc Special_Function_Email Management SpecialFunction
> [ Dashboarss
Y — @ Healthy mc Collector_Host_Data_Volume_Superblock Statistics Collector
(5] erts @ Healthy me Collector_Host_Volume Files Collector
[ Hosts @ Healthy mc Collector_Global Dec_Extractor_Status Collector
(%] scheduled Procedures (@ Healthy e Collector_Host_Senvice Memory Collector
[ services s Warning mc Collector_Host_Service Statistics Collector
(1] synthetic Transactions @ Healthy mc Collector_Host_Volume_10_Retry_Statistics Collector
(] syctems (@ Healthv mc Callector Host Obiect Lock Statistics Collector v
2] vaume Filac v
< W > Detail View v

I HANA Management Pack does not discover Procedures of type ‘Alert’ due to a large number of

such procedures which adversely impacts scom performance

For each discovered Procedure the following monitors have been implemented:

a
() Reset Health % Recalculate Health T Filter Monitors () Refresh

Healthmonitors for Collector_Host_Service_Statistics

Health Explorer for Collector_Host_Service_Statistics

[ Properties @ Help & Overrides -

4 /i) EntityHealth - Collector_Host_Service_Statistics (Object)
4 /iy mailability -Collector_Host_Service_Statistics Objec)
/I\ status - Collector_Host_Service_Statistics (HANA Installed Procedure)
(O Configuration - Collector_Host_Service_Statistics Chjedt)
4 () Performance - Collector_Host_Service_Statistics (Objed]
() Last Duration (mseq) - Collector_Host_Service Statistics (HANA Install
() security- Collector_Host_Senvice. Statistics (Object)

Knowledge | state Change Events (2) |

=

Summary

The status of Statistics Server Scheduled Procedure:

- Inactive - the procedure has been deactivated
Manual - this is a manual pracedure

- Scheduled - the procedure is executing

B w o oo

- Idle - the procedure is awaiting execution

- Disabled - the procedure has been disabled due to errors
Causes

The procedure has been disabled due to errars
Resolutions

Please contact your HANA Administrator to re-enable the procedure




Status —Warning severity is triggered if the Procedure enters Disabled status. The alert will be
generated, containing the reason for the disabling of the procedure.

o Alert Properties

i General }| Product Knowledge | Company Knawledge [ Histary [ Alert Context | custom Fields

+ Statistics Server Scheduled Procedure has been disabled

Key Details:

Alert source: QCDHEEtDLHDStﬁSEW\EEﬁStEtiSﬁG
Severity: ‘Warning

Priority: Medium

Age: 40 Minutes

TFS Work Item ID:

TFS Work Item Qwner:

Owner: | ‘ ‘ Change...

Ticket ID: | \

Alert Description:

HAMA Statistics Server Scheduled Procedure Collector_Host_Service_Statistics has been disabled due to timeout

Alert Status:

0Once you have identified the problem and taken corrective action, you can select "Closed’ which will remove the Alert
from the system once changes are committed.

|New ~ |

O

Last Duration — Disabled by default. Warning and Critical severities are triggered if Procedure’s last
run time exceeds specified thresholds values

Trace Files Monitoring

Runtime traces for HANA services and related Runtime dumps (RTE) are operational log tools used to
troubleshoot HANA errors. Frequent number of traces, dumps and their size can indicate serious
issues with the system as well as fill up the trace filesystem.

The following Trace File monitors have been implemented in this version of the HANA Management
Pack:

BE |

. Health Explorer for ITC
@ Reset Health ﬁﬁecalculate Health ? Filter Monitors ':- Refresh |=1 Properties '@' Help i Overrides =

Health moniters for ITC

Knowledge | State Change Events (1) |

4 /1 Entity Health - ITC [Object)

> () Volumes - ITC (HANA System)

(O security - ITC (Object)

> /4y Availability - ITC (Object) Time From To Operational State
» (@) Configuration - ITC (Object) 7/1/2015 12:32 M @ @ oK
4 () Performance - ITC (Object)
> @ Hasts - ITC (HANA System)
> O Installed Procedures -ITC (HANA System) Details
» (&) Services - ITC (HANA System) et
> @ Synthetic Transactions - ITC (HANA System] Date and 2/1/2015 12:32:46 P
@ Trace Files Count - ITC (HANA System) Time:
@ Trace Files total Size - ITC ([HAMNA System) g:t:::xt: slized for the first ime o as exited




Trace Files Count — Warning severity is triggered if the number of Trace Files on the system (for the
Tenant) exceed the specified threshold value

Trace Files Total Size - Warning and Critical severities are triggered if the total size of all Trace Files
exceed the specified threshold values

HANA Multi-tenancy Support

A new system connection configuration property Database Name has been added:

C

Show or Hide Views...

ion - TESTO1 - Of Manager = I='-
File Edit View Go Tasks Ieols Help
L Jsean~ . i5e Osc @ -
Monitoring < Configuration
4 [H| Monitoring ~
[5] uNIX/Linux Computers Watcher Node | oztest04.0zsoftcorp.com v
> [ Agentless Exception Monitori
» (3 AppllctionMontorks SysemiD
5 g ASE Host Name [vhealhdbdb
] ASE Overrides
b [ Data Warehouse System Number
Canfiquration
+ 7 Dashbosrs License Key [
4 (g Monitoring ‘ Refresh ‘ | Add ‘ | Update ‘ Remove
(] Aterts
7] Hosts

) Host Name System.
[ HoB 0
~O me ozhanaitc 00

DB Name  License Expirat.

2100/01/01
2100/01/01

HDB  2100/01/01

‘Watcher Node
OZTESTO2.0zs0ftcorp.com
oztest(4.0z com

New View »

Bl Monitoring
/| Authoring
% Administration

Eﬂ My Workspace

Ready.

A separate system configuration needs to be added for each monitored tenant Database on the

multitenant HANA system. For HANA Systems configured to run in “singledb” mode the property can
be left blank.

When upgrading from previous versions of the HANA Management Pack please select each
configured system and click update button even if the Database Name value is desired to be blank.

Without the update SCOM will not recognize the new property and will fail to load object’s
workflows.

Changed in this release

There are no changes to the existing functionality in this release

Corrected Problems

The issues listed below were reported in earlier releases of HANA Management Pack and have been

corrected in this release.
Tracking Number
BMPHANAO000030

Description

On Multi-tenant HANA system (in “multidb” mode) when monitoring tenant

Database the HANA management Pack license can’t be verified due to empty
SYS.M_LICENSE view




BMPHANA000031 HANA Management Pack can’t be configured to monitor multiple tenant
Databases on the same Multi-tenant HANA system

Open issues and resolutions
This section describes issues that remain open in this release.

Installation Instructions
Import the new versions of ozsoft.hana.mpb, ozsoft.hana.monitoring.mp and

ozsoft.hana.dw.rules.mp

! Due to changes in the Management Pack’s Managed Module after importing ozsoft.hana.mpb
please restart "Microsoft Monitoring Agent" windows service on all Watcher Nodes selected
in HANA Configurations (or all Management Servers in the Resource Pool if the resource pool is
chosen as the Watcher Node)

! Due to changes in the Management Pack’s Configuration Dashboard after importing
ozsoft.hana.mpb please restart SCOM Operations Console. Without the restart the
Configuration screen will not load.



Version 1.0.7, June 5, 2015

New in this release

Managed Module version Monitoring
HANA Management Pack is based on Managed Module Assembly that is loaded by the watcher node's
HealthService. When the new version of the Management Pack is imported the new version of the

Managed Module Assembly is not loaded until the HealthService is restarted.

The Management Pack now has a new Monitor “Managed Module Version”. This Monitor checks that
the latest version of the Managed Module is loaded. If the Monitor is in Critical state a restart of the
Watcher Node’s Health Service (Microsoft Monitoring Agent service) is needed.

HANA Database Connection Testing Task
In order to streamline HANA Management Pack configuration the new HANA DB Connection Testing
Task has been added. This task allows for interactive testing of Management Pack ODBC connection:

Systems - TESTOT - Operations Manager - [= ]
File Edit View Go Tasks Tools Help
L Jseon~ . {f@scope g 0 .
Monitaring < Systems (2) > Tasks
+ [B Moritoring ~ B state System D SystemNumber (@ FANA A HANA Gy BANA  atcher Node o e
£ UNX/Linux Computers
JA e— : ot - /i, Waring HDB 00 (@ Healthy /i Waming () Healthy ~ OZTESTO2 State Actions A
> LA Agentless Exception Monitoring =
» [ Application Moritorig (@ Healthy mc 00 (@ Healthy (D) Healthy () Healthy ~ OZTESTO4 ) Start Maintenance Mode..
> [ ASE
“| ASE Overrides
i et [T Personalize view.
4 (3 HANA -
Configuration Tasks N
- Dashboards T
— Detail View M - - p
[ Landscape [E] Enity Properties
[55] Systems Health J HANA System properties of HDE ~ (@ Health Explorer
sl
4 Monitoring Display Name HDB Navigation -
(=] Alerts v|  Full Path Name HDB
< m > Service Description ] Alert view
— Business Detailed Deseription <] Diagram View
Is Business Service
Mew View » Owned By Organization 2| Event View
Priority 4| Performance View
Bl Monitoring Status ) siate view
Classification -
_# Authoring Avilability Schedule [E5] Network Vicinity Dashboard
5 o System ID HDB [Z%] Object State Dashboard
: Administration Host imdbhdb
System Number 00
m y HANA System Tasks ~
My Workspace HANA SID HDB &
Hardware Key 73181352615 73 DB Connection Test
T Memory Limit 64
Ready

Navigate to HANA Systems view. Select a HANA System(s) and click on “DB Connection Test”.
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@ Help
Run the task on these targets

Target Run Location
[¥] HDB

Task Parameters

Name Value

User SRunAs[Name="HANAlozsoft hana SecureReference "]/ UserName$

SQL Statement  select PRODUCT_LIMIT, HARDWARE_KEY, SYSTEM_ID PRODUCT_NAME from SYS.M_LICENSE
Password ‘SRunAs[Name="HANAlozsoft hana. Secure Reference ")/Passwords

<1 m [>]

Task credentials Task description

® Use the predefined Run As Account HANA DB Cennection Test. Override SQL Statement or
- DB Credentials as needed.

O Other

B E—
Bt [
Domain 0ZSOFTCORP v

Task confirmation
[[] Den't prempt when running this task in the future

Override Task Parameters as needed. By default, the HANA System’s Run As account User and
Password are used. Run the Task.

! Make sure you do no change the Task Credentials — Run As account for HANA is not compatible
with Windows Accounts.

@ Help
The task completed successfully.
Task Status Task Target
()DB Connection Test Success hdb
Task Output | 52 Copy Text 53 Copy HTML
@) DB Connection Test Task Description ~
Status: Suceess HANA DB Connection Test Task
Scheduled Time:  6/4/2015 11:54:52 AM
Start Time: 6/4/2015 11:54:52 AM
Submitted By: OZSOFTCORP\dstaviss
Run As:
Run Location:
Target:
Target Type: HANA System
Category: Maintenance
Task Output:
Output
Error
v
You can close this dialog at any time. Doing 5o will not interrupt executing tasks. You can check the status of tasks in a task status view.

Release Notes



HANA Management Pack for Microsoft System Center Operations Manager

The Task is executed on the Watcher Node assigned to the specific HANA System.

Changed in this release

Cookdown for Alert Rules
The so-called Cookdown has been implemented for all Alert Datasources. This enables the Cookdown
for the custom Alert—generating Rules as well.

ODBC Driver 1.0.9.0 is bundled
The bundled ODBC drive has been updated to version 1.0.9.0.

HANA Alert suppression criteria and custom fields have changed
Due to change in the HANA Alert data structure some of the SCOM Alert fields have changed as well as
the suppression criteria in HANA System Alerts Generator (suppressed) rule’s Write Action.

Custom Fields Mapping
Custom?2 ALERT_ID
Custom3 ALERT_TIMESTAMP
Custom5 INDEX
Custom? ALERT_RATING
Custom9 PROCESS_STATE
Custom10 PROCESS_AGENT

Suppression Criteria:

HANA Alert Field \

INDEX
ALERT_ID

Corrected Problems

The issues listed below were reported in earlier releases of HANA Management Pack and have been

corrected in this release.

BMPHANAO000028 SCOM Alerts are not generated for HANA Alerts when connected to HANA SPS
8, Revision 83.03 and above

BMPHANAO000029 Intermittent HANA Connection errors when connected to HANA SPS8, Revision
82 and above: See SAP Note 2052914 - ODBC driver issue after upgrade to
Revision >= 82

Open issues and resolutions

This section describes issues that remain open in this release.
Tracking Number Description

Release Notes



Installation Instructions
Import the new versions of ozsoft.hana.mpb and ozsoft.hana.monitoring.mp

! Due to changes in the Management Pack’s Managed Module please restart "Microsoft
Monitoring Agent" windows service on all Watcher Nodes selected in HANA Configurations (or
all Management Servers in the Resource Pool if the resource pool is chosen as the Watcher
Node)
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Version 1.0.6, April 3, 2014

New in this release

Support for Agent running on Windows Server 2008
The Management Pack now fully supports SCOM Agents under Windows Server 2008.

Configurable HANA Alert Severity mapping

When the Management Pack generates SCOM Alerts based on HANA Alerts the HANA Alert Rating
attribute is mapped to SCOM Alert Severity. Alert Rating can have values ranging from 1to 5 - the
higher value indicates the higher severity:

HANA Alert Rating SCOM Alert Severity

1 Info

2

3 Warning
4

5 Error

Release Notes



It is now possible to override the value for HANA Alert Rating above which the generated SCOM Alerts
will have Critical severity:

In Operations Console Authoring Panel navigate to Management Pack Objects/Rules and override rule
HANA System Alerts Generator or HANA System Alerts Generator (suppressed) - depending which of
them is currently enabled. Set Critical Alert Rating parameter to a desired value.

Override Properties -

HANA System Alerts Generator
Event Collection

Class: HANA System

Override-controlled parameters:
Ovemide Parameter Name Parameter Type Default Value Ovemide Value Efective Value Change Status ~
O Mert Name Fitter String [Mo change]
3 | Critical Alert Rating g 5 5 5 [Mo change]
O Debug Level Integer D 0 0 [Mo change]
O Enabled Boolean True True True [No change] =5
| Interval Integer 60 60 &0 [Mo change]
O Max Retries Integer 10 10 10 [Mo change]
| Minimum Alert Rating | Integer 4 4 4 [Mo change]
1 Priarity Integer 1 1 1 [Mo change] -
< m b4
Details:
Critical Alert Rating Description Edit...
The parameter is not set by a custom ovenide orby a Parameter Description
management pack. The effective value of this parameter HAMA Alert Rating to be interpreted as Critical {1-Info, 2-Low, 3-
is the default value of this parameter Medium, 4-High. 5-Emar)

Management pack

Select destination management pack:

<Select Management Pack:

For example: setting Critical Alert Rating to 4 will cause Management Pack to generate Critical SCOM
Alerts for HANA Alerts with Rating 4 and above.

Synthetic Performance Monitoring

In this release of the Management Pack OZSoft is Introducing HANA Synthetic monitoring. The supplied
Monitoring Template allows the creation of a Synthetic SQL statement which to be executed
periodically on a specific HANA system.

Installation Instructions
Import the Management Pack file ozsoft.hana.synthetic.mp.



HANA Management Pack for Microsoft System Center Operations Manager

Defining Synthetic

Transactions

Switch to Authoring Perspective and navigate to Management Pack Templates:

File Edit View Go Tasks Tools Help

T Jseorch~ . S Add Monitoring Wiard - i 8- (PFind o .

Authoring <
4 | 7 Authoring
4 (A3 Management Pack Templates
=} .NET Application Performance Monitoring
3 HANA Syntetic Transaction Monitoring
[3 OLE DB Data Source
3 Process Monitoring
[3 Tcpport
& UNI/Linx Log File Monitoring
3 UNIX/Linux Process Monitoring
g Web Application Availability Manitaring
3 web Application Transaction Monitoring
i Windows Senvice
#% Distributed Applicatiors.
1 Groups
1 i) Management Pack Objects

HANA Syntetic Transaction Monitoring

Q4 Lookfor |

Name

\ Find Now Clear

Management Pack Created

> Tasks

Qe
Management Pack Templates A
(4 Add Monitoring Wizard

View Management Pack Objects..

< Delete

[<] n

[>]

<| m

Add Monitaring Wizard...
New Distributed Application...

New Group...

B Monitoring
‘ /i Authoring

@ Administration

m My Workspace

Ready

Click on Add Monitoring Template task

Select Monitoring Type

Menitoring Type
Generzl Properties

HANA Synthetic Transactions
Details

Select the monitoring type

MET Application Perfformance Manitoring
HANA Syritetic Transaction Monitoring
OLE DB Data Source
Process Monitoring
TCP Port
UNI¥/Linwx Log File Monitoring
UNI¥/Linwe Process Monitoring
Web Application Availability Monitoring
Web Application Transaction Monitoring
Windows Service

Description:
This template allows you to configure & new HANA Syntetic Transaction monitoring.

< Previous || MNext > H Create

[ el |

Select HANA Synthetic Transaction Monitoring template and click Next

Release Notes
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H Template Name and Description

Maonitoring Type
General Properties
Enter a friendly name and description
HAMA Synthetic Transactions
Details
Name:
|Tesl Transaction
D
~
[v]
Management pack
Select destination management pack:
HANA Synthetics Ovenides v] [ MNew..
<Previous | [ Net> || Ceate | [ Cancel |

Fill in the fields, use an existing or create a new overrides management pack (we recommend creating
a dedicated MP for synthetic transactions). The Name is used as the Transaction ID and has to be

unique.

HANA Synthetic

Menitoring Type

General Properties

hetic Transactions HANA SID
HDB

ic QL
select * from 5YS.M_HOST_INFORMATICN]|

Interval
Ea——

<Prevoue || MNec> || ceae |[ Caned |

Select a target HANA System, fill-in the SQL statement and choose the repeat interval. Click Create.

' The Synthetic SQL statement is executed under HANA DB Account as assigned in HANA DB

Monitoring Account Run As profile.

Release Notes



HANA Syntetic Transaction Monitoring - TESTO1 - Operations Manager

HANA Syntetic Transaction Monitoring (1)
4 | 77 Authoring
4 () Management Pack Templates

Name
[l Test Transaction
(=) NET Application Performance Monitoring
[ HANA Syntetic Transaction Monitoring
[ OLE DB Data Source
[@ Process Monitoring
Ca TCP Port
[ UnbLinu Log File Monitoring
g UNIX/Linux Process Monitoring
[ web Application Availability Monitoring
[ Web Application Transaction Monitoring
iy Windows Service
2% Distributed Applicatiors
=2 Groups
> &5 Management Pack Objects <

Details:
< m

Add Monitering Wizard... 3 Test Transaction
New Distributed Application...
New Group...

Created: 3/30/2015 12:05:24PM

Bl Monitoring
A Authoring

O Administration

[jﬂ My Workspace

ManagementPack:  HANA Synthetics Overrides

Ready

Fle Edit View Go Tasks Tools Help
[ seaen~ Add Monitoring Wizard _ | % 2 Find R
Authoring ‘

Management Pack
HANA Synthetics Overrides

Created o @

3/30/201512:05:24 ...
Management Pack Templates ~

“A Add Monitoring Wizard
5 View Management Pack Objects..
75 Delete

Description:

The newly created template will appear in the view.

I At this time the transaction definitions are not modifiable via the Ul — re-create a template if

the changes are required. Alternatively, export the custom management pack chosen during
the template creation to XML file, modify the values and reimport the management pack file.

The newly created Template will trigger the Discovery. It may take several minutes for a Synthetic
Transaction object to be created. The Transaction objects are listed in the new Synthetic Transactions

view under HANA folder:

ic T - TESTO1 - O Manager
File Edit View Go Tasks Tools Help
I search _ iBiscope S Find -
Monitoring < Synthetic Transactions (1) > Tasks
> A Ast | State Path Display Name ol @
7 Data Warehouse (&) Healthy HD3 Test Transaction
4 (@ HANA State Actions ~
i3
58] Configuration = WY Start Maintenance Mode...
| Dashboards
4 {3 Monitoring
[=] Alerts
1] Hosts [ Personalize view..
58] Hosts
[£:%] Services e .
[£2%] Synthetic Transactions
Systems [E] Entity Properties
Volume Files 4 Heslth Explorer
2] Volumes
Navigati -
“| HANA Synthetics Overrides avigation
4 Microsoft Audit Collection Services ] Alert View
‘4 Microsoft Windows Cliert <] Diagram View
A Microsoft Windows Server Detail View

. [ Nehunck Manitarin
< m > C@ HANA Synthetic Transaction properties of Test Transaction
Show or Hide Views.. Display Name

Full Path Name

Test Transaction

HDEB\Test Transaction

Transaction D Test Transaction

501 Statement  select * from SYS.M_HOST_INFORMATION
Interval 120

MNew V

Bl Monitoring
A Authoring

% Administration

Eﬂ My Workspace

Ready

Event View

B Performance View

58] state View

[5%] Network Vicinity Dashboard
[5%] Object State Dashboard




Monitoring Synthetic Transactions
There are two performance counters collected for every Synthetic Transaction execution:

e Status — SQL Statement Return Code:
©® SUCCESS
1 SUCCESS_WITH_INFO
2 STILL_EXECUTING
99 NEED_DATA
100 NO_DATA
101 PARAM_DATA_AVAILABLE
198 INVALID_ HANDLE
199 ERROR

= Duration — SQL Statement execution time (milliseconds).

Two monitors are supplied for the above performance counters:

i Health Explorer for Test Transaction \;li-

Reset Health % Recalculate Health ¥ Filter Monitors (J Refresh [ Properties @ Help | & Oyerrides +
=

Health monitors for Test Transaction
4 () Entity Health - Test Transaction (Object) jwl State Change Events (1) ‘
a @ Availability - Test Transaction (Object) Time - From To Operational State
() Status - Test Transaction [HAMA Synthetic Transaction) 3/30/2015 12:32 PM Q @
(O configuration - Test Transaction [Object)
4 (J) Performance - Test Transaction (Object)
() Duration - Test Transaction (HANA Synthetic Transaction)

(O Security - Test Transaction (Object) Details

Context:

Date and 3/30/2015 12:32:53PM

Time:

State: Success

Context: The monitor has been initialized for the first time or it has exited maintenance

For the Duration Monitor the default Thresholds are defined as Warning for > 500ms, and Error for >
2000ms. Please override as required.

Changed in this release

Cookdown for Performance Monitors and Rules

The so-called Cook-down has been implemented for all Performance Monitors and related Rules. This
significantly lowers the performance overhead of HANA monitoring for both SCOM and monitored
HANA systems.

Corrected Problems

The issues listed below were reported in earlier releases of HANA Management Pack and have been
corrected in this release.

Tracking Number Description
BMPHANA000026 SAP Host MP doesn’t load on SCOM Agent on Windows 2008 R2 and earlier
Windows OS due to the MP minimum-supported.NET version 4.0 requirement




BMPHANAQ000027 The following error message generated intermittently in the Watcher Node’s
Windows Event log: Can't convert value " to Integer: Input string was not in a
correct format. for column: <Column Name>

Open issues and resolutions
This section describes issues that remain open in this release.
Tracking Number Description

Installation Instructions
Import the new versions of ozsoft.hana.mpb and ozsoft.hana.monitoring.mp

! Due to the changes in the Management Pack’s Managed Module please restart "Microsoft
Monitoring Agent" windows service on all Watcher Nodes selected in HANA Configurations (or
all Management Servers in the Resource Pool if the resource pool is chosen as a Watcher
Node)

' Due to the inclusion of the Synthetic Transaction Monitoring Template Assembly in
ozsoft.hana.mpb please restart Operations Console.



Version 1.0.5, December 29, 2014

This is a service release fixing several issues and introducing several enhancements

New in this release
There are no new features in this release

Changed in this release

Improved Configuration Dashboard
The Configuration dashboard has been improved — it is now automatically stretches to take all
available space in the Operations Console panel

Monitoring Management Pack Rules renamed
In ozsoft.hana.monitoring.mp the following rules have been renamed:

' 01d Name New Name \
HANA System Alerts Collector HANA System Alerts Generator
HANA System De-duplicated Alerts Collector HANA System Alerts Generator (suppressed)

Reduced Windows Event Log messages

The amount of HANA MP-related messages in the Windows Event log is reduced; only critical errors are
logged.

Corrected Problems

The issues listed below were reported in earlier releases of HANA Management Pack and have been
corrected in this release.

Tracking Number Description

BMPHANA000024 After Watcher Node’s Microsoft Monitoring Agent service or Management
Server restart some HANA Alerts are retrieved again resulting in the increment
of Repeat Count field

BMPHANAO000025 HANA Service Objects are discovered with empty Host properties

Open issues and resolutions
This section describes issues that remain open in this release.

Tracking Number Description

Installation Instructions
Import the new versions of ozsoft.hana.mpb and ozsoft.hana.monitoring.mp

! Due to changes in the Management Pack’s Managed Module please restart "Microsoft
Monitoring Agent" windows service on all Watcher Nodes selected in HANA Configurations (or
all Management Servers in the Resource Pool if the resource pool is chosen as the Watcher)



Version 1.0.4, October 17, 2014

New in this release

“Singleton” HANA Services
In a multi-node HANA configuration xsengine and statisicsserver HANA Services failover to a stand-by
node if the primary node goes down. There is only one instance of each service across all nodes.

The Management Pack now treats these services as “Singleton”: it determines dynamically which node
the services are actually running on and preforms availability monitoring accordingly. The Host Name
object property is update by the Discovery to reflect the effective service nodes.

Changed in this release

HANA Alert Collection Rule
The “HANA System Alerts Collector” and “HANA System De-duplicated Alerts Collector” rules now
have a different override-able parameter - Minimum Alert Rating:

Override Properties -
HANA System Alerts Collector
Event Collection
Class: HANA System
Qverride-controlled parameters:
Overide  Parameter Name Parameter Typs  Defaut Value Ovenide Value | Effective Value  Change Status Enforced
[0 |Aett Name Fiter Sting [No change] ]
[ |Enabled Boolean True True True [No change] ]
O |inteval Integer 60 £0 £0 [No change ]
» Minimum Alert Rating Integer 4 3 4 [Added] O
O |Priorty Integer 1 1 1 [No change =]
O |Severty Integer SData/EvertLevels [No change] O
< [0 >
Details
Minimum Alert Rating Description Edit
The new custom override will be created in the Tot Parameter Description
avaiable] Click apply to view the new effective value Minimum HANA Alert Rating {1-info, 2-Low, 3-Medium, 4-High, 5~
for this parameter. Error)
Management pack
Select destination management pack:
<Select Management Pack> V][ Mew.

The parameter corresponds to HANA Alert Rating property and allows for control of the lowest Rating
for which the SCOM Alerts are generated.

HANA Alert Rating has the following meaning:

Information

Low Severity
Medium Severity
High Severity

vk wn e

Error



The default value for Minimum Alert Rating is 4 (High Severity Alerts)

HANA Alert Collection rule now only collects the alerts newer than 2 hours. If the collection falls behind
due to Health Service issues or HANA Alert Storm, the alerts older than 2 hours will be dropped.

Corrected Problems

The issues listed below were reported in earlier releases of HANA Management Pack and have been
corrected in this release.

Tracking Number Description

Open issues and resolutions
This section describes issues that remain open in this release.

Tracking Number Description

Installation Instructions
Due to the changes in Classes structure the previous version of the management pack has to be

removed before the new one can be imported.
Please follow the following instructions:

1. If you created HANA Overrides — export the working Management Pack first and delete it from
SCOM.

2. Remove “OZSoft HANA Dashboards Add-On Management Pack” Management Pack. If you
have made the modification — export the Management Pack first.

3. Remove “OZSoft HANA Management Pack DW Add-On”.

4. Remove “OZSoft HANA Management Pack Monitoring Add-On”

5. Inorder to preserve Run As accounts configuration you will need to export
“Microsoft.SystemCenter.SecureReferenceOverride “ Management Pack

6. Remove “Microsoft.SystemCenter.SecureReferenceOverride “ Management Pack as it contains
reference to “OZSoft HANA Management Pack”

7. Remove “OZSoft HANA Management Pack”

8. Extract files from the installation archive.

9. Import all required Management Packs as well as previously exported
“Microsoft.SystemCenter.SecureReferenceOverride”, “Overrides” Management Pack and
Dashboards Management Pack.

10. Restart "Health Service" windows service on all "Watcher Nodes" selected in HANA
Configurations (or all Management Servers in the Resource Pool if the resource pool is chosen
as the Watcher)

11. Navigate to HANA/Configuration panel and add HANA system entries and licenses.



Version 1.0.3, September 17, 2014

New in this release
There are no new features in this release

Changed in this release

MP Configuration Monitoring verifies access to SYS catalog

In this version the MP Configuration Monitor after successfully connecting to HANA system attempts to
query SYS catalog. If the configured HANA user has not permission to access the SYS tables the Monitor
will report an error.

HANA Service Availability in HA environment

Now a Service is deemed unavailable only if the same service is unavailable on all HANA System Nodes.
If the Service is running at least on one of the nodes the Service on all other nodes, although down, will
be reported as available. In a case of a failover/standby there will be no false-positive alerts.

Corrected Problems

The issues listed below were reported in earlier releases of SAP Management Pack and have been
corrected in this release.

BMPHANAO000019 Management Pack License Key is removed when updating System Configuration
while leaving the License Key field empty

BMPHANA000020 HANA Host Availability Alert Name is incorrect

BMPHANAO000021 HANA Service Availability Alert Description incorrect

BMPHANAO000022 Management Pack License is reported as invalid when the configured HANA
user lacks permissions to access SYS catalog

Open issues and resolutions
This section describes issues that remain open in this release.

Tracking Number Description

Installation Instructions
Import the new version of ozsoft.hana.mpb and ozsoft.hana.monitoring.mp

! Due to changes in the MP Managed Module please restart "Health Service" windows service
on all "Watcher Nodes" selected in HANA Configurations (or all Management Servers in the
Resource Pool if the resource pool is chosen as the Watcher)



Version 1.0.2, August 14, 2014

New in this release

HANA System Actual System ID, Hardware Key and Licensed Memory Limits discovery
HANA System object now has three more properties that are periodically updated by the discovery:

e Actual HANA SID property contains the actual System ID
e Hardware Key property contains the Hardware Key for the installation.
e Memory Limit property reflects the effective HANA License memory limit

The properties are used by OZSoft to generate MP License Key

Changed in this release
There are no changes in this release

Corrected Problems

The issues listed below were reported in earlier releases of SAP Management Pack and have been

corrected in this release.

BPMHANAO000016 An error message in Windows Event Log: "License key is missing" is generated if
the Management Pack license key has not been installed

BPMHANAO000017 A truncation of the last character in the discovery data occurs in rare cases

BPMHANAO000018 Management Pack License does not become effective

Open issues and resolutions
This section describes issues that remain open in this release.
Tracking Number Description

Installation Instructions
Import the new version of ozsoft.hana.mpb

! Due to changes in the MP Managed Module please restart "Health Service" windows service
on all "Watcher Nodes" selected in HANA Configurations (or all Management Servers in the
Resource Pool if the resource pool is chosen as the Watcher)



Version 1.0.1, July 14, 2014

New in this release

HANA Host Availability Monitor
Monitors SAP Host Control Agent connectivity on each discovered HANA Host

HANA System Effective Watcher Node and HANA Connection Host discovery
HANA System object now has 2 more properties that are periodically updated by the discovery:

e Effective Watcher Node property reflects the current Watcher Node hosting the object (in
case of Resource Pool assighnment)

e Actual DB Host property reflects the effective HANA DB Connection Host (in case of failover to
the backup nodes)

Changed in this release
The SAP Host Control Agent connectivity verification has been moved from HANA System Availability
Monitor to the new HANA Host Availability Monitor

Corrected Problems

The issues listed below were reported in earlier releases of SAP Management Pack and have been
corrected in this release.

Tracking Number Description

BPMHANAQ000012 Volume Cache Discovery generates error message in Windows Event Log

BPMHANA000013 Volume's Failed Writes & Reads Monitors utilize "Delta" Condition Detection
with Absolute=true, which can generate false status changes after the values
have been reset in HANA

BPMHANAO000014 Expired management Pack license generates multiple error messages in
Windows Event Log: ozsoft.hana.LicensingException: Missing License Key

BPMHANAO000015 HANA Service DataSource generates the following error message in Windows
Event Log: Object reference not set to an instance of an object

Open issues and resolutions
This section describes issues that remain open in this release.

Tracking Number Description

Installation Instructions
Import the new version of ozsoft.hana.mpb

! Due to changes in the MP Managed Module please restart "Microsoft Monitoring Agent"
windows service on all Watcher Nodes selected in HANA Configurations (or all Management
Servers in the Resource Pool if the resource pool is chosen as the Watcher)
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Version 1.0.0, June 16, 2014

New in this release
New Release

Changed in this release
N/A

Installation Instructions
Import the Management Pack Bundle ozsoft.hana.mpb

Release Notes



